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Motivation

2

Tesla cannot correctly label a carriage

The Tesla accident due to perception failure

https://www.linkedin.com/posts/activity-6965342247278018560-

d1yV/?utm_source=share&utm_medium=member_desktop

Why is Risk-aware Planning important?

• Highly automated driving (HAD) requires the 
capability to detect and handle hazardous events 
to ensure safety and bring the vehicle to a safe 
state (SAE J3016, UN-ECE ALKS).

• Planning is faced with real-world problems, e.g., 
perception system degradation/failure, or the 
change of intention of another vehicle.

Why do we need a Monitoring Device (MonDev)

• Real-time or runtime monitoring 
device/functionality to supervise the automated 
driving system status to initiate a Minimum Risk 
Maneuver.

Why do we need MRM

• Plan a trajectory to bring the vehicle to a safe state 
to minimize the overall risk at an acceptable level
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• Monitoring Device implementation and demonstration

• Minimal Risk Maneuver

• However, a theoretical framework for dealing with 

autonomous vehicle hazards has rarely been presented. 

This study suggests a risk modeling method inspired by 

ideas from control theory and introduces a Model Predictive 

Control (MPC) Framework to deal with risks in general.

Related work
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[2]
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[2] Tong, K., Solmaz, S., & Horn, M. (2022, October). A Search-based Motion Planner Utilizing a 

Monitoring Functionality for Initiating Minimal Risk Maneuvers. In 2022 IEEE 25th International 

Conference on Intelligent Transportation Systems (ITSC) (pp. 4048-4055). IEEE.
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Problem Formulation

State transition model

This Photo by Unknown Author is licensed under CC BY-SA

Probability model

This Photo by Unknown Author is licensed under CC BY-NC

Severity model

Risk model

https://tikz.net/gaussians/
https://creativecommons.org/licenses/by-sa/3.0/
https://www.pngall.com/car-accident-png/
https://creativecommons.org/licenses/by-nc/3.0/
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Definitions

[3] A. Salvi, G. Weiss, M. Trapp, F. Oboril and C. Buerkle, "Safety Implications of Runtime Adaptation to 

Changing Operating Conditions," 2022 IEEE 25th International Conference on Intelligent Transportation 

Systems (ITSC), Macau, China, 2022, pp. 2444-2449, doi: 10.1109/ITSC55140.2022.9922192.
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Definitions

Controllable Not Controllable

Observable? Observable?
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Software & Hardware Architecture
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MPC Framework

Plant

Risk prediction model

Optimization

𝑁𝑝 prediction horizon

𝑁c control horizon

𝑁𝑑 deadline

𝑄 weighting matrix 

ҧ𝑟𝑘 predicted risk vector at step k

𝑟𝑘 risk at step k

𝑢0 nominal output vector

ത𝑢𝑘 control vector at step k
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Camera Offline:

• Considering an automated vehicle is driving in 

a suburban area with ACC (Adaptive Cruise 

Control), we envisage acritical hazard where 

the camera is offline, and the vehicle has no 

redundant sensor configuration. Hence the 

ACC function cannot continue.

• State transition model

• Severity model

• Probability model

Use Case 1: Hardware Hazard

MPC Problem

𝑁𝑝 prediction horizon

𝑁𝑑 deadline

𝛼 risk threshold

𝑄 weighting matrix 

𝑣𝑘 velocity at step k

𝑝𝑘 probability at step k

𝑠𝑘 severity at step k

𝑢0 nominal output vector

ത𝑢𝑘 control (acceleration) vector at step k
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The effect of Deadline Nd

• Smaller Nd → quicker response (shorter transition time)

• Larger Nd → slower response (longer transition time)

Use Case 1: Hardware Hazard

Velocity

Acceleration
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Error of Perception Algorithm

• ADS faces significant challenges in accurately perceiving 

the surrounding environment, including identifying and 

continuously tracking surrounding objects. A failure of the 

perception module often results in severe traffic accidents

Confirmation problem in object tracking

• Verify tracking and triggering MRM if object tracking fails

Use Case 2: Software Hazard
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• State transition model

• Severity model

• Probability model

Use Case 2: Software Hazard

MPC Problem

𝑁𝑝 prediction horizon

𝑁𝑑 deadline

𝛼 risk threshold

𝑄 weighting matrix 

𝑣𝑘 velocity at step k

𝑝𝑘 probability at step k

𝑠𝑘 severity at step k

𝑢0 nominal output vector

ത𝑢𝑘 control (acceleration) vector at step k
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Simulation Environment

Carla Simulator + Vision-based ACC based on Autoware.AI

Scenarios

Use Case 2: Software Hazard

[4} Euro NCAP, “Euro NCAP Assisted Driving - Highway Assist Systems Test and Assessment 

Protocol v1.0,” Euro NCAP, Tech. Rep., September 2020. [Online]. Available: 

https://cdn.euroncap.com/media/58813/euroncap-ad-test-and-assessment-protocol-v10.pdf

Automatic stop capability test ISO 15622:2018(E) (2018)
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Use Case 2: Software Hazard

Velocity

Acceleration

"Hazardous“ refers to scenarios where the ego vehicle is 

following a CarlaCola car, and a tracking error occurs.

“Original “ refers to scenarios where the ego vehicle is 

following another Carla car, and no tracking error occurs.
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Without RMM (Risk Monitoring and Mitigation)

Use Case 2: Hardware Hazard
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With RMM (Risk Monitoring and Mitigation)

Use Case 2: Hardware Hazard
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Conclusion

• Bridging functional safety and control theory concepts by 

incorporating definitions such as risk mitigation stability, 

hazard controllability, and hazard observability.

• A novel Model Predictive Control (MPC) framework that 

addresses the handling of hazards. 

• The effectiveness of the framework is demonstrated through 

two representative examples in simulation.  

Outlook

• Extending the proposed framework to monitor and mitigate 

various hazards in more diverse scenarios.

Key takeaways

Plant

Risk prediction model

Optimization
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